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PHISHERS OF MEN: THE MORALITY OF CYBER SCAMS. 
 
Dr. Elizabeth Tindle FAPS, AFBPS 
Queensland University of Technology, Brisbane. 
 
 
This brief paper will address the morality of the various “players” in cyber crime 
based on the model of Kohlberg’s (1958, 1973, 1981) theory of stages of moral 
development and the biological theoretical framework of “The Selfish Gene” 
(Dawkins, 1976).  
 
The author will argue that both the scammers and the receivers of the “loot” are 
usually in it for self interest (Kohlberg, Level 1 morality) although there are some 
hoaxes that appeal to a purely altruistic streak in the receiver (Kohlberg Level 5!) and 
some scams are carried out without the victims’ knowledge. The ‘phishers’ may be 
working at their job for survival, and are often employed by a manager and 
remunerated for catching a victim with their ‘bait’. The organiser or entrepreneur 
creates the context and is in it for potentially high stakes. This is outside the Law 
(Kohlberg Level 3 morality) but he [sic] may be operating for self or family interest in 
a collapsed, or collapsing “third world” environment. The scammers often “appear” to 
be genuine and to have credentials. The “victims” are frequently led to believe that 
they are high up the bureaucracy of their respective countries and have “respectable” 
professions.  
 
The paper will argue that the “victims” are usually in an affluent “first world” society, 
are opportunistic and respond to email bait that is dangling in front of them. The 
promise of riches, a sexual liaison, “love”, a serious partner, financial security in 
retirement or material comfort is attractive and any perceived risks may be seen as 
worth the potential payoff. Some see no risks at all. The Officers in the Queensland 
Police Fraud Squad have described many of the “victims” as “stupid” (personal 
communication, Nov, 2007). Defence Barrister Alan McSporran said “…his stupid 
client may have suspected the paperwork was fake but was hoping against hope…” 
(Brisbane Courier Mail News, p.23). 
 
The net is trying to ensnare us. Every day we in Australia have to be cautious about 
the numerous attempts that “phishermen” make to appeal to some aspect of our 
character. They unremittingly attempt to trick or cajole us into opening their daily 
emails. They relentlessly attack any potential chink in our “armour” or firewall. They, 
the “scammers” have studied the form (our lives and cyber behaviour) and know for 
example, our degree of religiosity. Can they tempt us through God or Jesus Christ? 
They determine if we are caring of animals or of children, follow sport or have 
specific interests and they will attempt to hook us through personalised emails and 
deception. Stealing identity, credit card or banking information is common. They will 
appeal to mankind’s basic biological interest in sex and love but most of all his [sic] 
desire for riches. 
 
In attempting to understand the motivations of all the  ”players” in the behaviour 
under review, the author has selected a thoroughly analysed and critiqued 
developmental theory of moral development as a theoretical framework in which to 
place the phenomenon. Lawrence Kohlberg’s stages of Moral Development (1958, 
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1971, 1973, 1981a, 1981b) were built on and extended the work of Swiss 
Psychologist, Jean Piaget ( 1932) who also argued that both logic and morals 
developed in stages. Kohlberg spent thirty five years refining and defending his work 
and many other academics have further added to it in the form of a “Neo-
Kohlbergian” approach (Gilligan, 1977; Rest, 1979; Rest et al.1999). Kohlberg argued 
that values are universally valid across societies (moral universalism) and that 
knowledge and learning contribute to moral development. Kohlberg’s work gave 
credence to Kantian (1964) non empirical theories of morality. 
 
For those unfamiliar with the six stages of moral development theorised by Kohlberg, 
I shall outline them, briefly. Stage one level of pre-conventional thought judges the 
morality of an action by its direct consequences. The “actor” is concerned with self in 
an “egocentric” way. An action is perceived as morally wrong if he / she, who carries 
it out, is punished. There is limited understanding or perception of another’s point of 
view.  
 
Stage two is driven solely by self interest. The participant defines acceptable 
behaviour as that which is in his/her own interest.  There is limited interest in the 
needs of others unless there is a reciprocity which furthers the self interest of the 
participant. There is a limited perspective on society or the greater good in Stage two 
. 
Stage three of Conventional moral development involves the need for approval and 
interpersonal conformity within the context of the society in which they operate. 
Rewards for behaviours are through relationships and include gratitude or respect. 
Rules and authority support the social roles of members of the society. 
 
In Stage four of moral development it is important to obey laws in order to maintain a 
functioning society. The individual is expected to be “obedient’ to the authority of the 
law in order to maintain social order.  
 
In Post-conventional moral development individuals are viewed as holding different 
views and values. Stage five is the basis of democratic government where laws can be 
changed to suit the needs of “the greatest good of the greatest number”.  
 
Stage six of moral development argues that moral reasoning is based on universal 
ethical principles and the basis of this is justice. Laws can be broken if they are unjust. 
Decisions are based on “imagining being in another’s shoes”, sometimes called “the 
golden rule”, and having developed the ability to empathise and act accordingly. The 
importance of empathy in the development of altruistic behaviour and morals is 
supported in the work of Farsides (2007). He used research (Knafo & Plomin, 2006) 
that suggested that nurturing people is the best way of nurturing altruism. 
 
Theoretically, Kohlberg’s stages of moral development are feasible. They make sense 
in our experience of the “western” world although there are numerous examples to 
illustrate the contrary. The convoluted chaos of the Opel collapse (like WorldCom, 
Enron and others before it) which is currently being untangled makes a mockery of 
the arguments being presented in this paper. However, Phillip Zimbardo the American 
Psychologist argued in his recent book ”The Lucifer Effect” (2007) that our 
behaviours reflect the environment in which we find ourselves. “It is more the 
situation that corrupts rather than the human disposition” he maintains. Simon (2007) 
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argues that “bad” systems create “bad” situations that in turn create “bad” behaviours 
even in “good” people. Thirty years ago, Zimbardo carried out the (in)famous 
Stanford Prison Experiments (1971) on how good people respond to orders and 
become cruel and sadistic to their fellow man. Compare the Rape of Nanking by the 
Japanese army, shown on SBS TV (April, 2008). 
 
If we follow the reasoning of Zimbardo and his colleague Milgram (1963), the context 
in which we live is a powerful determinant of, not only values, but on our moral 
behaviour. The Australian, American or British context contrasts sharply with that of 
the majority of the scammers. West Africa, in particular Nigeria, developed a 
reputation for being at the origin of most of the phishing. Glenny (2008) has referred 
to this country as a “kleptocracy” where all levels of society have to learn to survive 
through devious means. Now that the Nigerian Fraud squad has come down heavily 
on the perpetrators of phishing, many of the latter have taken up residence in other 
cities mainly in Europe, such as London and Amsterdam, where they continue their 
lucrative enterprise. 
 
Hypothetically, many of the scammers have been operating in a context which can be 
described as collapsing. It has been stated (Background Briefing, May, 6, 2008) that 
poverty is the most powerful driver of cyber crime. It is argued that it is the quickest 
way for the poor to become rich. The “rogue entrepreneurs” in the desperately poor 
favelas or shanty towns in Sao Paolo or Rio in South America, organise businesses 
and employ hackers, programmers and email listers to carry out their lucrative 
enterprises but focus on bank accounts of the Brazilian wealthy. They focus on the 
wealthy peoples’ credit cards. There is apparently no guilt felt as they believe that the 
insurance will cover the theft and that they only rob those who have “limousines and 
helicopters” (Background Briefing, May 6, 2008). In, Brazil, cyber crime is said to be 
increasing by 30-40% per annum as more people come on line.  
 
Many parts of Africa have and are experiencing environmental degradation and dire 
poverty. From the horn of Africa, through Somalia, Eritrea, Sudan, Chad, Sierra 
Leone, Ghana, The Congo, Uganda, Kenya, Zimbabwe to Nigeria, countries are in 
political and humanitarian chaos. Crops are failing, HIV, malaria and other deadly 
diseases are rife. Child mortality is high. Millions are environmental or humanitarian 
refugees living on the edge of survival. Tribal fighting and interracial and national 
wars or genocide are the norm. It is a continent in crisis where many live on the 
equivalent of less than fifty cents a day. In such a context, can anyone blame those 
who have access to a computer or who can even earn a wage working for a “manager” 
for trying to obtain wealth from the perceived “rich” nations? They are not causing 
bloodshed. No one is being removed from their home or being physically harmed. 
People in the affluent west are “merely” being separated from some of their worldly 
wealth. Similarly the poverty of those in the favelas (shanty towns) of Sao Paolo or 
Rio in Brazil has resulted in the entrepreneurial needy organising their own 
businesses, hiring hackers, programmers and email listers to carry on a profitable 
enterprise.  
 
To superimpose Kohlberg’s moral framework on the African or Brazilian context, 
how would it be explained? Kohlberg found in his research that his subjects often 




Historically they could probably justify their behaviour comparing their actions with 
those of wealthy British industrialists and plantation owners in the Nineteenth 
Century who not only helped themselves to African material wealth but enslaved the 
people themselves and subjected them to unspeakable cruelty especially in the 
overcrowded slave ships. Thousands of Africans were removed against their will from 
their villages and sold in the market places in Charleston, South Carolina and other 
New World ports. Do the modern day “rip offs” equate with this? Do any of the 
Nigerian phishers justify their behaviour with the argument that they are settling a 
long overdue score by trying to equalise the economic quality of life differential 
which “blatantly” stares them in the face on every TV screen? Could they justify their 
behaviour on moral grounds (Kohlberg’s Level 5) in that it is for the good of 
humanity? Is it rectifying in a small way, present day as well as past injustices? Could 
it possibly be that some of these “phishers” are higher in the Kohlberg morality stages 
than the First world “victims”? Indeed, the majority engage in their activities for self 
interest however it could be argued that the formers’ self interest may be for 
biological survival. 
 
At this point I would like to introduce a basic biological reason for our actions. It is, I 
believe, one of the most powerful reasons explaining our values and moral behaviour. 
We all act in order to survive. In an increasingly competitive world of almost seven 
billion inhabitants, the cut throat nature of our actions is to ensure the continuation of 
self and progeny. This takes us to the work of Richard Dawkins, the Oxford biologist, 
and his book, The Selfish Gene (1976). Dawkins made a strong case for our behaviour 
being determined by our motivation to ensure the continuation of our own genetic 
material in perpetuity. The biological investment of a bit of ourselves in the next 
generation is our reason d’etre. For this we (and all creatures) are “hard wired” and go 
to great lengths to find a suitable mate (or mates) in whom we can ensure the 
continuity of our genes and thereby ourselves. The internet might assist in this 
endeavour. Money certainly contributes or even ensures that a sexual partner can be 
attracted (or bought). Money can be converted into providing all our needs from basic 
food and shelter to luxury goods and servants. It assists our ability to implant our 
genetic material, in the next generation. A clear example of this is the father of Osama 
Bin Laden who was a successful builder in Jeddah, Saudi Arabia, who became very 
wealthy. He could afford to pay multiple dowries for females from families from 
various countries. He could afford to support and was permitted as a Moslem, to have 
multiple (twenty-two) wives and fathered fifty four children.. It is not uncommon for 
wealthy men to have five wives and as many families set up in separate homes. This 
ensures the continuity of genetic material, DNA, as in the animal kingdom. The 
strongest and most successful competes for and gets the harem. 
 
Just as the attempts to extract money from Australians, Americans and Europeans can 
be “justified” in some obtuse way by the scammers, wealthy stock market 
entrepreneurs and financial brokers can justify their behaviour. This is summed up in 
the Oliver Stone movie “Wall Street” and the now famous speech of Gordon Gecko 
(Michael Douglas) at the “Teldar” shareholders meeting. In this speech he argues that 
“greed is good: greed is right and greed works” Greed, he argues captures the essence 
of the evolutionary spirit. He went on to try to convince the shareholders of how the 
greed for money is as normal as a greed for life, a greed for love and a greed for 
knowledge. Milton Friedman (1993) and Adam Smith, the moral philosopher from 
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Edinburgh university, argued similarly. There is ample evidence to support these 
words and “white collar” international, off-shore manoeuvring of assets and renaming 
of conglomerates verifies this. The example of Stretton of Western Australia who has 
been implicated in the movement of millions of dollars from a well established South 
African gold mine via Kimberley Diamond Company is a typical example. Are the 
stock market and financial businesses always “squeaky clean”? Many worship the 
market. It is their religion and they are as addicted to gambling on it with anybody’s 
money. What stage of morality are we speaking of in this instance? Maybe we are 
back to level one or two in some cases. Does the Gecko argument refers to the greed 
of all mankind, both the rich and the impoverished? 
 
The actual recipients of the scams who respond to them have been identified by the 
Police Service as “well-heeled” usually older people many of them retirees. Most 
have a good education and include doctors, university staff and other professionals. 
They are people who are not bereft of intelligence or common sense but have often 
been called “stupid” by the officers in the Fraud Squad for continuing to send large 
sums of money even when they have been told that their contact is a scammer. We are 
told that millions of Australian dollars are sent to dodgy investments overseas and the 
senders do not believe that they have been duped. Some prefer not to make a fuss 
because of embarrassment at their gullibility. 
 
To sum up, it does appear that all players in the internet scams, both the senders and 
the victims are driven by similar desires namely to increase their personal wealth. 
In this brief paper I have placed the behaviour of both the internet scammers and the 
said “victims” of the scams into a simple framework of Kohlberg’s stages of moral 
development. Finally, I briefly looked at the place our motivation for the survival of 
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